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Massachusetts Attorney General Breaking New Ground 
in Data Security Enforcement?
The Massachusetts Attorney General 
appears to have broken new ground 
with a recent enforcement action and 
fine against Briar Group, LLC, a res-
taurant chain that sustained a secu-
rity breach exposing credit and debit 
card data. The papers filed in the case, 
and a related press release, shed light 
on the posture taken by the Mas-
sachusetts Attorney General in the 
enforcement of data security obliga-
tions, including the use of an alleged 
failure to comply with the Payment 
Card Industry Data Security Standards 
(“PCI-DSS”) as a basis for an enforce-
ment action alleging consumer fraud. 
The fine levied in the amount of 
$110,000 and the continuing obliga-
tions imposed represent significant 
sanctions that may be faced by com-
panies with personal information of 
Massachusetts residents that alleg-
edly is not adequately protected 
against breach incidents. 

History of the case

Briar Group operates restaurant chains 
with several locations in Massachu-
setts and elsewhere. The complaint 
alleged that computer systems used by 
Briar Group to process credit and debit 
card transactions for its restaurants 
were infected by malware that inter-
cepted card data as it was submitted 
for payment at the various restaurant 
locations, and transmitted the data to 
a data thief. Briar Group was allegedly 
informed of a potential data breach by 
card processors on October 29, 2009. 
According to the complaint, a foren-
sics investigator was not engaged 
until three weeks later and the mal-
ware was not removed until Decem-
ber 10, 2009. During this period, 
Briar Group’s restaurants continued 
to accept credit and debit cards, even 
though Briar Group allegedly knew or 

had reason know that its security had 
been breached and that the cards of 
its customers continued to be vulner-
able to theft. Ultimately, over 125,000 
credit and debit cards were allegedly 
affected by the breach.

The grounds of the Massachusetts 
AG as set forth in its complaint and the 
consent judgment entered included 
Briar’s alleged failure (i) to change 
default passwords, (ii) to change 
passwords for more than five years, 
(iii) to control sharing of login creden-
tials among employees, (iv) to change 
passwords after termination or resig-
nation of employees, (v) to adequately 
control the number of employees with 
administrative access to the computer 
network, (vi) to properly secure remote 
access utilities and wireless network, 
(vii) to alert patrons to the data breach 
while continuing to accept cards from 
consumers after it had knowledge of 
the data breach and before remedia-
tion steps were taken, (viii) to store 
payment information securely rather 
than in clear text, and (ix) to satisfy 
the requirements of PCI-DSS. 

The Massachusetts AG took the 
position that these purported fail-
ures, notably including the lack of 
PCI-DSS compliance, contributed to 
the breach. According to Count I of 
the Complaint, Briar Group engaged 
in unfair or deceptive acts or prac-
tices in violation of the Massachusetts 
consumer protection statute, MGLA 
c. 93A, by accepting credit and debit 
cards from consumers while failing to 
take reasonable steps to protect the 
personal information obtained from 
its patrons. It should be noted that 
the relevant incident(s) occurred prior 
to the March 1, 2010 effective date of 
the Massachusetts data security regu-
lation (201 CMR 17.00). Therefore, the 
Massachusetts AG did not include an 

allegation or count related to a breach 
of the technical requirements and 
safeguards currently in effect in Mas-
sachusetts. The judgment, however, 
did include the on-going requirement 
to comply with the Massachusetts 
data security regulation, a future vio-
lation of which would presumably also 
constitute violation of the judgment.

Status of PCI-DSS as a legal 
standard

PCI-DSS is a demanding set of industry 
standards imposed through contracts 
by card brands and acquiring and mer-
chant banks on merchants and oth-
ers accepting credit cards, subject to 
amendment and revision from time to 
time. Most U.S. jurisdictions including 
Massachusetts have not incorporated 
PCI-DSS into their statutes or regu-
lations. Very few, like Nevada, Min-
nesota and Washington State have 
codified PCI-DSS obligations and, to 
varying degrees, made it part of the 
standard under their data security 
laws. Various levels of PCI compliance 
are determined by the annual number 
of electronic card transactions han-
dled by the merchant. The Briar Group 
case was settled by a consent judg-
ment, and thus there is no judicial 
opinion in that case that can be relied 
upon as a precedent.

No court has yet authoritatively 
determined whether a violation of PCI-
DSS constitutes evidence of consumer 
fraud in Massachusetts. Two cases 
applying Massachusetts law to data 
breach incidents in a slightly different 
context may offer some guidance. The 
two cases involve lawsuits brought by 
credit unions and banks that issued 
credit cards against merchants that 
suffered data breach incidents, and 
the decisions suggest that in that con-
text it would be quite difficult, but not 
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impossible, to sustain a misrepresen-
tation or related c. 93A claim based on 
a violation of PCI-DSS. In CUMIS Ins. 
Soc. Inc. v. BJ’s Wholesale Club, Inc., 
455 Mass. 458, 918 N.E.2d 36 (2009), 
the Supreme Judicial Court of Mas-
sachusetts held that a retailer’s vio-
lation of operating regulations of 
major credit card brands could not 
form the basis for misrepresentation 
and fraud claims under Massachu-
setts law where the plaintiff institu-
tions did not allege that the retailer 
made any direct representations to 
them regarding the operating regula-
tions. Following the CUMIS decision, 
the United States Court of Appeals 
for the First Circuit vacated a lower 
court’s dismissal of a misrepresen-
tation claim that was based in part 
on a retailer’s violation of PCI-DSS, 
because the claim was “facially valid” 
as written (i.e., it contained all the 
necessary allegations). Citing CUMIS, 
however, the Court expressed skepti-
cism that the misrepresentation claim 
would survive an eventual motion for 
summary judgment. In re TJX Compa-
nies Retail Security Breach Litigation, 
564 F.3d 489 (1st Cir. 2009). 

The Briar Group enforcement action 
may nevertheless have broad implica-
tions and telegraph the posture of 

the Massachusetts Attorney General 
in future data breach cases. It may 
also be a harbinger of similar actions 
pursued in other jurisdictions on like 
grounds. Were such an enforcement 
position to prevail in the future, PCI-
DSS arguably may become a de facto 
legal standard, without any substan-
tive or technical review or involvement 
by any legislature or governmental 
agency, and enforced by attorneys 
general pursuant to their authority 
under general consumer fraud stat-
utes. Given the complexity and diffi-
culty of full compliance with PCI-DSS, 
this would present a major challenge 
for many merchants. As an evolving 
industry standard that depends on 
the merchant level, asserting PCI-DSS 
deficiencies as a legal basis for claims 
may prove problematic for regulators.

Timely Forensic Intervention

Another lesson to be learned from 
the Briar Group case, even for busi-
nesses in general compliance with 
PCI-DSS, is the emphasis the Massa-
chusetts AG placed on delays alleged 
in the reaction time of the affected 
merchant. The complaint asserted a 
delay in engaging outside forensics 
investigation; a delay in time between 
the commencement of the forensic 

investigation and the deletion of the 
malware causing the breach; and the 
delay in time between the company’s 
learning of a breach and the remedia-
tion of the breach, all while it contin-
ued to accept additional cards from 
consumers, subjecting them to the 
allegedly on-going vulnerability. Given 
the limited amount disclosed, it is not 
clear what precautions the Briar Group 
undertook, and they may well be more 
robust than alleged. Other enforce-
ment actions (e.g., the action against 
HealthNet by the Connecticut AG) 
have also emphasized the importance 
of reacting promptly. 

Conclusion

Based on Briar Group and other 
enforcement actions, a company 
involved in a potential data breach 
incident will be expected to react 
promptly by undertaking the nec-
essary computer forensics, and by 
eliminating or curtailing the identi-
fied or relevant vulnerabilities. Doing 
so will markedly reduce the risk of 
fines, sanctions or claims, and bolster 
defenses of the merchant. Failure or 
delay in doing so may expose a com-
pany to a higher degree of regulatory 
scrutiny, and potentially higher fine 
levels and other sanctions.
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